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Desktops/Laptops
● Desktops

● Relatively unchanged for last few years
● ~ 50 'front line' desktop/lab pcs + older pcs
● Mix of SL5, SL4 & WinXP
● current spec 3.0 GHz dual core cpu, 4 GB ram
● unattended install (kickstart) for SL + cfengine configuration
● unattended install for WinXP (+ batch script for add on)

● Laptops

● ~ 40 laptops
● Older laptops mix of Dells and Lenovos
● Moved to Macbook Pros for latest purchase
● VirtualBox for SL4/5 environment emulation
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Batch System

● Demand for both SL4 and SL5 batch systems

● Currently have:

● 3 x 1U Intel boxes, 2 x systems per box 
● 2 x 2.50GHz Quad core processors, 16 GB ram
● torque/maui
● scientific linux 4 (64 bit)

● Plan to add ex Scotgrid nodes to take over SL4 batch 
service and upgrade new machines to SL5

● On/off usage pattern mostly unchanged - either fully 
loaded (30%) or nothing



4A. Pickford - Glasgow Site Report - 30/06/09

Services

● Disc access via nfs and samba

● Backup – to disc, using dirvish, 6 month history

● User home areas only (20 GB per user)
● Backup machine located outside the building

● Typical user facing services:

● local web pages and TWiki
● printing
● subversion repo
● windows terminal servers
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Servers
● 2 storage machines

● 48 x 1TB discs, raid 6 ~ 72TB usable storage
● SL5, xfs filesystem

● Other servers mostly SL5 with some legacy SL4 system to 
be phased out this summer + Windows 2003 terminal and 
printer server boxes

● Moving away from many low spec spec servers to fewer 
higher spec machines running Xen virtualization

● Each guest running one service 

● Firebridge box between PPE network and outside world

● Monitor traffic with softflowd and nfsen 
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Softflowd & nfsen
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Twiki Server

● Twiki server hacked in August 2009

● Used mangled twiki search to execute arbitrary code
● Tried several kernel exploits to (successfully) get root 

privilege
● Started using twiki server in a denial of service attack
● A lesson in always keeping outward facing services fully 

patched
● Added an nfsen alert to pick up excess network traffic
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Nfsen alerts
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Future

● Ditch nfs

● Just not secure
● Move to afs

● Servers

● Finnish move to SL5
● More virtualization

● Batch system

● Add SL5 batch system
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