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Outline

® sysadmin |O]

® Nagios Overview
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Sysadmin [0]

® Every sysadmin needs a decent toolkit...
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® Every sysadmin needs a decent toolkit...
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Ticketing system

® Prevents mailbox overload

® see Limoncelli “Time Management for System
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Example ticketing systems

» |« BEST Preferences | Logout
PRACTICAL T Logged in as sales
New ket —
RT for example.com
Home #6: Contact at Cunningham & Sherry
—y Reply | Resolve | Steal | Comment | Extract Article
Ickets
e The Basics Dates
Id: 6 Created: Fri Aug 01 15:18:25 2003
New SearCh Status: open Starts: Not set
. e I I I e #6 Worked: 0 min Started: Not set
Dlspla\/ Priority: 00 Last Contact: Fri Aug 01 15:54:22 2003
HIStOFY Queue: Sales Due: Not set
Basics Closed: Not set
Dates Custom Fields Updated: Fri Aug 01 15:54:21 2003 by sales2
. b o | Foo: (ro value)
O Ot rl nts _eoD = Relationships
Links Depends on:
Jumbo Owner: sales2 Depended on by:
Requestors: nobody@bestpractical.com Parents:
RTFM T Children:
| Configuration AdminCe: Refers to:
Referred to by:
Preferences

History Display mode:[Brief headers] [ ]
Fri Aug 01 15:18:26 2003 sales - Ticket created [Reply] [Comment]

‘ Req u est Trac I(e r Subject: Contact at Cunningham & Sherry pownload (untitied) 219

I have a sales lead at Cunningham & Sherry, a Boston-area law firm.
They are interested in talking to someone about what we have to offer,
so someone from the Sales team should call them. They are at (617)555-
1255,

Fri Aug 01 15:54:00 20023 sales2 - Taken

Approval

Fri Aug 01 15:54:20 2003 RT_System - Status changed from new to open

Fri Aug 01 15:54:20 2002 sales2 - Correspondence added [Reply] [Comment]

Download (untitled) 46b

I will give them a call this afternoon. -Rick

3.0.5preZ from Best Practical Solutions, LLC.
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Example ticketing systems

» |« BEST Preferences | Logout
PRACTICAL T Logged in as sales
New ket —
RT for example.com
Home #6: Contact at Cunningham & Sherry
—y Reply | Resolve | Steal | Comment | Extract Article
Ickets
e The Basics Dates
Id: 6 Created: Fri Aug 01 15:18:25 2003
New SearCh Status: open Starts: Not set
. e I I I e #6 Worked: 0 min Started: Not set
Dlspla\/ Priority: 00 Last Contact: Fri Aug 01 15:54:22 2003
HIStOFY Queue: Sales Due: Not set
Basics Closed: Not set
Dates Custom Fields Updated: Fri Aug 01 15:54:21 2003 by sales2
. b o | Foo: (ro value)
O Ot rl nts _eoD = Relationships
Links Depends on:
Jumbo Owner: sales2 Depended on by:
Requestors: nobody@bestpractical.com Parents:
RTFM T Children:
| Configuration AdminCe: Refers to:
Referred to by:
Preferences

History Display mode:[Brief headers] [ ]
Fri Aug 01 15:18:26 2003 sales - Ticket created [Reply] [Comment]

‘ Req u est Trac I(e r Subject: Contact at Cunningham & Sherry pownload (untitied) 219

I have a sales lead at Cunningham & Sherry, a Boston-area law firm.
They are interested in talking to someone about what we have to offer,
so someone from the Sales team should call them. They are at (617)555-
1255,

Fri Aug 01 15:54:00 20023 sales2 - Taken

Approval

Fri Aug 01 15:54:20 2003 RT_System - Status changed from new to open

Fri Aug 01 15:54:20 2002 sales2 - Correspondence added [Reply] [Comment]

Fix before users notice? Dornioad (unied) st

I will give them a call this afternoon. -Rick

3.0.5preZ from Best Practical Solutions, LLC.
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ITrend Monitoring

free - is that up or down!
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Ganglia

Grid Servers Load last hour

v
v
o
-
o
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® Most cluster vendors package it. ISt

O 1-min Load [] Nodes [ CPUs [ Running Proce

® http://ganglia.sf.net

Load/Procs

12:00

O 1-min Load [] Nodes [ CPUs [ Running Proce
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Ganglia

Grid Servers Load last hour

Load/Procs

® Most cluster vendors package it. St

O 1-min Load [] Nodes [ CPUs [ Running Proce

® http://ganglia.sf.net
® Can be fed from MonAMI...

Load/Procs
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‘Something Broke

® Various companies sell products that can monitor
boxes / network / programs
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Espresso Maker
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What is Nagios!

“An Open Source host, service and network
monitoring program’

® Central Daemon

intermittentl

' 4

#
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Nagios

Overview

® http://www.nagios.org

® Ethan Galstad released under GPL2
® Version 2.10 (stable) and 3.0beta5
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Screenshots

S N M

< G |+ | A hups://svro31.gla.scotgrid.ac.uk/nagios/
[0 hup://glite.. ts-AEGIS-v4 my delicious post to delicio.us gmail Planet GridPP  GridPPwiki svr031

Service Status Totals
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s . Current Network Status Host Status Totals
Nag‘os Last Updated: Mon Oct 28 23.09.54 GMT 2007 e S e
— Updated every S0 seconds
General Pclag-oser- :s'»\‘n nagios org
& Home C=UK/O=aSconce/OU=GlasgowlL=Compserv/CN=androw aiwal

® Documentation

Monitoring |

® Tactical Overview

* Service Detail Display Filters: Service Status Details For All Hosts
® Host Detail ) Host Status Types: Al

® Hostgroup Overview Host Properties Any

® Hostgroup Summary

® Hostgroup Grid

® Servicegroup Overview
® Servicegroup Summary
® Servicegroup Grid

* Status Map

® 3-D Status Map

® Service Problems
® Host Problems
® Network Outages

Show Host:

* Comments
® Downtime

Service Status Types:
Service Propertes

atad For All Hosts

Al Problems

COffe UNKNOWN  10-25-2007 23.08:15

i:}év WARNING 10-29-2007 23:06:23

10-29-2007 23:07.05
10-29-2007 23.07:056

10292007230622

m 10-29-2007 23:07:05

4¢ 8h 33m 38

13d 14h 25m S5s

13d 14h 25m 433
13d 14h 25m 125

DISK WARNING - free space

NTP CRITICAL: No resporse from NTP server
CRITICAL - Socket timeout after 10 seconds
No route 1o host

NTP CRITICAL: No resporse from NTP server

No route 1o host
No route to host

® Process Info 10-29-2007 23:.07:05 240 14n8m 7s NTP CRITICAL: No resporse from NTP server
® Performance Info — .
* Scheduling Queue 10-29.2007 23.07.05 244 14h 10m 6s CRITICAL - Socket timeocut after 10 seconds
244 14h Sm 155 No route o host
Reporting
4¢ 13h 6m 34s NTP CRITICAL: No responrse from NTP server
® Trends
® Availability 4¢ 13h 5m 38s No route 1o host

® Alert Histogram
® Alert History
® Alert Summary

e

4¢ 13h 5m 28s

6¢ 1h 41m 25s

No route o host

NTP CRITICAL: No response from NTP server

- :°ﬁﬁ°ﬁ°“‘ m 10-29-2007 23:07:02 B¢ 1h 40m 28s No route 1o host

ant Log 8¢ thddmSs No route 1o host
Configuration 5¢ 12h 16m 26s NTP CRITICAL: No response from NTP server
® View Config 10-29-2007 23:07:03 S¢ 12h 10m 22s No route to host

ciservg

gshd

NTP

m 10-29-2007 23:07.03

m 10-29-2007 23:08:25

10-29-2007 23:07:03
10-29-2007 23:07:.03

10-29-2007 23:.07.05

10-29-2007 23:07.04

10-29-2007 23.06:16

5d 12h 10m 20s

5¢ 12h 16m 25s
S¢ 12h 10m 22s
5¢ 12h 10m 20s
5S¢ 12h 18m 24s
5¢ 12h 10m 22s
5¢ 12h 10m 20s
5¢ 12h 16m 25s
5¢ 12h 10m 225
5¢ 12h 10m 20s

No route 1o host

NTP CRITICAL: No response from NTP server
No route to host
NO route 10 host
NTP CRITICAL: No response from NTP server
No route to host
NO route 10 host
NTP CRITICAL: No response from NTP server
No route 1o host
NO route 1o host
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Screenshots

Current Network Status

Last Update

Updated ev
Nagios

Logged in a
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'l
/ - g —
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Screenshots

Host Status Totals Service Status Totals

Up | Down| |
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Screenshots

apc01 APC MS Load

localhost Root Partition

NTP

cfservd
sshd

NTP

cfservd
sshd

T

cfservd

sshd

NTP

cfservd
ssh

NTP

cfservd
sshd
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Screenshots

IUki-scotgrid-glasgow] ** PROBLEM alert - Worker Node 001 /cfservd is CRITICA... O

A | &
y —w

Junk Reply Reply All Forward Print

11 nagios <nagios@svr031.gla.scotgrid.ac.uk>
. [Uki-scotgrid-glasgow] ** PROBLEM alert - Worker Node 001/cfservd is CRITICAL **
te: 30 October 2007 14:09:23 GMT
. uki-scotgrid-glasgow@physics.gla.ac.uk

LA 2 2 B Nagios 2.7 LA A 2 B
Notification Type: PROBLEM

Service: cfservd
Host: node001
Address: 10.141.0.1
State: CRITICAL

Date/Time: Tue Oct 30 14:09:23 GMT 2007
Additional Info:
Connection refused

Ack by:
Comments:

uki-scotgrid-glasgow mailing list
uki-scotarid-glasgow @physics.gla.ac.uk
hitp ZAwww .physics.gla.ac.uk/mailman/istinfo/uki-scotgrid-glasgow
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Screenshots

RECOVERY node001 cfservd
OK TCF OK - 0.000 second

response time on port 5308 Tue
Oct3014:14:23 GMT 2007

Wednesday, 31 October 2007 12



Installation

® Choose a SECURE box to host it on that can see the
network

® Source from nagios.org
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nagios.cfg

— @ Nagios Daemon

® main config file that defines other [
files, logging, events etc.

interprests files using macros defined in

refers to
all other

coRfin resource.cfg

files macros referred to in other files
e.g. SUSER13% = nagios home dir

Nagios
Configuration Files

refers to central configuration file

Apache

httpd.conf

‘,‘
cgi.cfg

parameters customizing the o
action of the web pages

authorizes
users
defined in

» apache include file describing how

to display nagios web pages

points apache at%i files secured by

.htaccess

apache security definition
detailing allowed users

authenticates gsers defined in

htpasswd.users

~* people authorized to in parts of

nagios and their passwords

hostgroups.cfg

groups hosts into types for
alerting and display purposes

L have someone to complain to

Wednesday, 31 October 2007

contactgroups.cfg

contacts are grouped since we
need some support redundancy

A

are
members
of

escalations.cfg

If something breaks and is not fixed
who can we complain to next

|

are grouped by type intoi

—

on

contacts.cfg

people that we can call on to fix
hosts and services

are maintained by

happen

If unfixed
breakage
happens to

will

work

the
following
hours

H,_

-
services.cfg

central monitoring component

along with hosts

hosts.cfg

central monitoring component
along with services

are
checked

by

i

retl

hosts may
appear broken
if other

hosts break

o
dependencies.cfg

sometimes things wrongly appear
dead because somthing else broke

Y
misccommands.cfg

how to notify users that things
are broken

‘f
timeperiods.cfg

function within
=

for example "work hours" or
"24 x 7" or "overtime"

are
checked

by
-

services may
appear broken
if other
services break

"‘

checkcommands.cfg

how to check hosts and services
are working

14



onfiguration

® Start monitoring localhost until you get the basics

® Add in a new cfg dir= into nagios.cfg
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onfig Tips

® check period 24*7 even if notifications aren’t

® leave aut

s o v Vs e S 4 Y1 T R X 7 . P v, Sy A L . s 8 - - N

cfg

- "'
i )

. ol
o A
>

e O e A b i 1% ) oy

hentication up to Apache - use * in cgi.
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Templates

cat <<EOF > $CFG
# Nagios config file for gla.scotgrid worker nodes
# built automatically from genhost.sh

foriin 'seq | 140 ;do

define hostgroup{ h="printf "%03d" $i’
alias Worker Nodes cat <<EOF >> $CFG
hostgroup_name workernodes define host {
} host name node$h
alias Worker Node $h
define host{ address 10.141.0.9i
name wn_template use wn_template

Wednesday, 31 October 2007



Plugins

® Can be written in any language - exit code counts

® 0-OK, I -Warning, 2 - Critical, 3 - Unknown
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Active / Passive

Monitoring Host

External
Command File

Local
Resource/

Exposed Local
Resource/Service

Private Local

Resource’Service

Remote Host #1 Remote Host #2

Active Service Checks Passive Service Checks
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NRPE

® Daemon runs on remote host (5666/tcp)

® Accepts SSL from check nrpe

Nagias  check_nrpe

Remote Linux/Unix Host
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NSCA

® Daemon runs on the nagios server

® (Client spits output with send nsca script

A

® Need to configure nagios to accept the passive checks
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NSCA

® Daemon runs on the nagios server
® (Client spits output with send nsca script

® Need to configure nagios to accept the passive checks
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Jabber / SMS

® Perl script that uses Net:: XMPP

® Presently hacky as hard-coded @gmail.com address

NN £ o y SENY Swd ™ N 4 .

Edited contacts.cfg to include.
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Escalation
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Event Handlers

® Attempts to fix critical services
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cheduled Maintenance

® stop nagios (blind)
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#!/bin/bash

# This is a sample shell script showing how you can submit the
SCHEDULE_HOST DOWNTIME command

# to Nagios. Adjust variables to fit your environment as necessary.

now= date +%s
minus |h=%(($now - 3600))
plus |h=%(($now + 3600))
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Dependencies

e DOWN
e UNREACHABLE

define host{
host name Switch?2
parents Router |

J
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More Info...

® Nagios Community Wiki - http:
www.nagioscommunity.org/wiki/index.php/Main_Pag

ns.org
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http://www.nagioscommunity.org/wiki/index.php/Main_Page
http://www.nagioscommunity.org/wiki/index.php/Main_Page
http://www.nagioscommunity.org/wiki/index.php/Main_Page
http://www.nagioscommunity.org/wiki/index.php/Main_Page
http://nagiosplugins.org
http://nagiosplugins.org
http://www.nagiosexchange.org
http://www.nagiosexchange.org
http://www.gridpp.ac.uk/wiki/Nagios
http://www.gridpp.ac.uk/wiki/Nagios

snippets from 3.0 docs

® use large installation tweaks - OS does memory
cleanup, doesn’t double fork() but no summary macros

® Multiline plugin output (from 350b to 4k)
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Any Questions!
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